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Question one
The Department of Homeland security is responsible for the protection of the county from both physical and cyber threats. For this reason, US-CERT is a division created under the Department of Homeland security to particularly protect the country’s internet infrastructure. Arguably, the protection of the country’s internet infrastructure is essential to the resilience and reliability of the key resources that affect the country’s economic and national security. In its primary role, US-CERT protects the internet infrastructure by responding to suspected cyberattacks and coordinating defence (US Department of Homeland Security). The division analyses and reduces cyber threats and vulnerabilities. Similarly, the division is also tasked with the responsibility of disseminating cyber threat warning information and coordinating response activities. 
Working together with the private sector besides the other federal agencies, the division ensures secure cyberspace and, on most occasions, acts as a third party in the disclosure of vulnerabilities in the cyberspace. As a trusted party in the protection of cyberspace, US-CERT collaborates with other government agencies during forensic investigations and provides them with essential malware analytic and recovery support systems (US Department of Homeland Security). This is indicative of the fact that the division has established various important components help in the facilitation of information sharing on issues on cybersecurity among the relevant stakeholders. The US-CERT portal is an observably secure platform for sharing sensitive cyber-related information. Additionally, as a preventive mechanism, the US-CERT website also provides essential information to Americans on how to make their home computers secure.

Question two
The ICS-CERT is responsible for the publication of cyber emergency response reports particularly aimed at updating the public on the risks associated with internet accessibility. Regarding the Stuxnet threat, it is essential to note that the agency released a report detailing the existence of cyber superweapon Stuxnet. In its report, ICS-CERT indicated the existence of the superweapon in many computer systems across the world. Even though there was very scanty information to this regard, the Department of Homeland security later provided detailed information responding to the incident (US Department of Homeland Security). Additionally, the Department also carried out an onsite instance response which was mainly meant to identify all the infected systems in the engineering department and to help in the eradication of the malware from the control system network. 
The deployment of an onsite response team by ICS-CERT to the Stuxnet infected facility enabled the division to gather enough information to issue advisories to the owners of the affected control systems. The involvement of the DHS also assisted in the identification of the impacts of the malware in the control system. However, it is important to understand that the ICS-CERT had, in collaboration with the industrial control system identified and mitigated illegal cyber actions in critical infrastructure properties. 




Question three
The complex nature of the implementations of the industrial systems arguably makes it possible for organizations utilizing the ICS technologies to have alternate sites to use in case the primary control systems are attacked by malware. For example, these organizations can apply the use of hot sites as alternative sites to consequently give them ultimate experience in disaster recoveries. Alternate sites such as hot sites give these organizations a backup location during disasters by sustaining the normal and additional organizational workload in the face of a disaster (Hawkins et al., 2000). ICS technologies allow for the use of hot sites from a disaster recovery perspective since it allows these organizations to carry on with their operations with little or no preparations. The use of alternate sites in organizations utilizing ICS technologies is feasible because it allows for ample time to collect threat actor indicators from the affected company control systems without to put to risk the rest of the critical infrastructure due to continued operations on the main control systems. 








Question four
Recently, data breaches due to cyber-attacks have been a major concern for most organizations. In reality, due to the potential loss of data, most organizations have resorted to employing high-level planning to effectively protect them against them cyber-attacks (Weiss, 2021). The following is an outline of the planning strategy employed by organizations utilizing ICS technologies. 
Securing hardware 
Most companies may ignore or rather overlook the security of the organization’s hardware, however, the cyber-attack prevention strategies applied by ICS technologies begins with the protection of all devices with complicated passwords and consequently sharing that password with the device user only to avoid unauthorized access. Even though this does not prevent online malware, it does prevent the physical introduction of this malware into the computer systems.  ICS technologies also implement port security to ensure they prevent unauthorized devices connecting to the process control network (Liebig, 2021). 







Intrusion detection 
ICS employs a host-based security system that detects malware and enforces security policies. These systems within the ICS technologies enables the detection of anomalies by reading the network protocols and the network traffic patterns to determine the entry of malware (Greenfield, 2021). ICS technologies advise the organizations utilizing their technology to implement software that screens email attachments for any malicious content. This is because most malware is encrypted and may have higher entropy than innocuous contents. Lastly, these organizations also employ the use of ICS-aware firewalls to inspect the command sent to the controllers and also verify if the command is permitted (Homeland Security, 2019). 
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